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Background 

The Provident Fund (PF) was established in 1955 
under article XIII of the Agency’s Financial 
Regulations and is mandatory for the area staff 
members. The PF investment assets valued at 
nearly $2 billion in 2021, are held on behalf of 
approximately 27,000 area staff, and managed by 
specialized Investment Managers (IMs) through 
the Northern Trust Global Custodians (NTGC). The 
Provident Fund Secretariat (PFS) monitors the PF 
activities and assists in administering the PF. The 
Investment Policy Manual (IPM) provides 
guidelines for the PFS to monitor performance of 
the IMs and the OD28 outlines the roles including 
those of the Investment Advisory Committee and 
Provident Fund Committee.  The PFS used the 
Northern Trust Global Custodian System (NTGCS) 

and the Provident Fund Management System 
(PFMS) to monitor.  
As of 31 December 2021, there were nine asset 
types in the portfolio managed by thirteen IMs and 
NTGC under four investment categories:

Objective and purpose of the Audit 

The audit aimed to assess the adequacy and effectiveness of PFS’ internal control processes particularly 
related to its monitoring of the investment managers’ performance, and its role in calculating the interest 
rate as basis for pay out upon staff retirement or separation and computing the balance of the 
participant's account as of the close of the year.  

What DIOS concluded 

The PFS performance monitoring and interest rate calculation process was assessed as “Partially 
Satisfactory – Some Improvement Needed”, which means “The assessed governance arrangements, risk 
management practices and controls were generally established and functioning but need some 
improvement to provide reasonable assurance that the objectives of the audited entity/area should be 
achieved”. 

DIOS noted that PFS performed the tasks related to monitoring performance of investment managers 
and calculating the monthly and annual interest rates per the relevant set regulations, whilst there was 
a need to update the IPM to clarify types of investments including its related guidelines and monitoring, 
and enhancements are needed in the systems controls to mitigate risks of unauthorized access and to 
ensure continuous availability.  Below is summary of DIOS observation:  
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What DIOS recommended  

DIOS made four medium priority recommendations. To address the issues identified in the audit, Finance 
Department and IMTD should:  
 
 
 
 
 
 
 
 
 
 
 
 
 
.  
 
 
  

Automating the monitoring process 

• PFS uses Passport system module and the PFMS to monitor performance of IMs in line with the 
IPM. 

Monitoring investment performance  

• Compliance section (CS) of PFS monitors the daily market values of the PF assets during the 
working week. 

• PFS, IAC and PFC members monitors periodic performance in line with the IPM. 
• PFS measures Investment Managers’ performance with set benchmarks per the IPM requirement. 
• CS reviews and reconciles monthly reports per the IPM requirements. 
• NTGCS includes guidelines for direct investments only while IPM is silent on types of investment 

and related monitoring requirements.  
• CS reviews the monthly earnings securities lending statements as required by the IPM.  

Interest rate calculation  

• CS calculates the interest rates accurately while there was an opportunity to improve the IPM to 
reflect current practice. 

General IT and Application controls of main IT system in use - NTGCS and PFMS 

• Duplicate, generic, and dormant accounts were identified for NTGCS. 
• PFMS access management and backup practice did not adhere to Agency’s relevant policies. 

Recommendation 1 - Enhance the Investment 
Policy Manual to clarify the types of 
investments, investment guidelines and the 
monitoring by Provident Fund Secretariat for 
compliance for each type (direct and indirect) 
to reflect existing practice. 

Recommendation 2 - Ensure alignment with 
the Agency access policy requirements on 
recertifications to address duplicates, dormant 
and generic account management for 
Northern Trust Global Custodian System. 

Recommendation 3 - Enhance the logical 
access controls for the Provident Fund 
Management System to ensure alignment 
to the relevant policy. 

Recommendation 4 - Ensure that the 
identified deficiencies in the existing 
backup management processes are 
mitigated in the cloud environment upon 
migration of applications including 
Provident Fund Management System  to 
cloud hosting via Azure. 
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What management is doing to address DIOS recommendations 

Management accepted the recommendations and is in the process to address them, including 
integrating Active Directory credentials with PFMS.  

 

Methodology, Approach and Disclosure 

DIOS conducted an audit of the PFS function’s internal controls processes particularly related to its 
monitoring of the investment managers’ performance, and its role in calculating the interest rate as 
basis for pay out upon staff retirement or separation.  

The audit covered five sub-processes of focusing the roles of PFS monitoring performance of IMs: 
Automating the monitoring processes, Monitoring Investment Performance, Interest Rate 
Calculation, and General IT and Application controls of main IT system in use - NTGCS and PFMS. 

The audit approach included enquiries and discussions with relevant staff, review of control 
processes and documents, analysis and examination of selected samples and other procedures 
deemed necessary. The fieldwork was conducted from beginning of April until end of June 2022. 

The audit was conducted in accordance with DIOS standards, which are designed to conform to the 
International Standards for the Professional Practice of Internal Auditing. It was completed in 
conformity with the approved work plan and took into consideration the risk assessment exercise 
conducted prior to the audit. 

Pursuant to OD14, this summary of findings and recommendations including management action 
taken to address recommendations is made publicly available on the DIOS internet page upon 
issuance of the report on 13 December 2022. 
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